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USE OF HIPAA DATA FOR RESEARCH
	INSTRUCTIONS for INVESTIGATORS:
	IRB LOG #:      

	1. Complete this form and submit it with your IRB application to request the use or disclosure or Protected Health Information (PHI) for the proposed research. 
2. If requesting Individual Authorization, include a HIPAA authorization template. 
3. This form, will be reviewed by IRB and the HIPAA Compliance Committee. The Kent State University IRBs do not serve as Privacy Boards.
4. Do NOT begin data collection prior to receiving notification from the KSU IRB that the research has been fully approved. 
	IRB Office use only

APPENDIX N – HIPPA Waiver or Alteration
AGENDA DATE

Date received



To complete this form: Single left-click to complete text fields. To check a box, double left-click on the box, then click “checked”. Click OK.

	Section I - KSU Investigator and Entity Information

	Last Name:

	Title of Study 

	     

	All personnel accessing PHI have completed CITI HIPAA Training:
	 FORMCHECKBOX 
  Yes FORMCHECKBOX 
  No

	1. Name of HIPAA covered entity or entities from which the information is being obtained. If the sources are unknown at this time state as such and describe why:

	     

	For the purpose of this project, is the entity responsible for HIPAA compliance
	 FORMCHECKBOX 
  Yes  FORMCHECKBOX 
  No

	If yes, provide a letter of support 

	If NO what institution is responsible:      

	Section 2 – PHI Use

	2.  Check each identifier that you will be obtaining:

	 FORMCHECKBOX 

	Names
	 FORMCHECKBOX 

	Medical record numbers    

	 FORMCHECKBOX 

	Addresses (including any part of street address, city, state, or zip code)
	 FORMCHECKBOX 

	Health plan beneficiary numbers

	 FORMCHECKBOX 

	Dates directly related to an individual (except year)
	 FORMCHECKBOX 

	Device identifiers and serial numbers

	 FORMCHECKBOX 

	Age information for those over 89
	 FORMCHECKBOX 

	Account Numbers

	 FORMCHECKBOX 

	Telephone/fax numbers
	 FORMCHECKBOX 

	Certificate/license numbers

	 FORMCHECKBOX 

	Email addresses
	 FORMCHECKBOX 

	Vehicle identifiers and serial numbers, including license plate numbers

	 FORMCHECKBOX 

	Web URLs
	 FORMCHECKBOX 

	Biometric identifiers (finger and voice prints)

	 FORMCHECKBOX 

	Internet Protocol numbers
	 FORMCHECKBOX 

	Full-face photographic images

	 FORMCHECKBOX 

	Social Security numbers
	 FORMCHECKBOX 

	Any other unique identifying number, characteristic, code

Please describe:      

	Specifically list all information not listed above that will be obtained (i.e. weight, height, blood pressure – responses such as health history or medical information are too broad): 

 FORMCHECKBOX 
 No other information will be obtained

	List other information that will be obtained:      

	5. Select the applicable information type (https://privacyruleandresearch.nih.gov/pr_08.asp).  

	 FORMCHECKBOX 

	De-identified - information is considered de-identified when it does not identify an individual and there is no reasonable basis to believe that the information collected for the research can be used to identify an individual. HIPAA regulations consider information to be de-identified if the 16 identifiers listed in Section 2.2 are not found in the data set and if the health information could not be used alone, or in combination, to identify the subject

	 FORMCHECKBOX 

	Limited Data Set - information that excludes certain direct identifiers but that may include city; state; ZIP Code; elements of date; and other numbers, characteristics, or codes not listed as direct identifiers. The direct identifiers listed in the Privacy Rule's limited data set provisions apply both to information about the individual and to information about the individual's relatives, employers, or household members.  

	 FORMCHECKBOX 

	Identifiable Data Set – any information that does not meet the definition of Limited Data Set or De-Identified. 

	6. Is any of the PHI described above entitled to special protection under federal or state law (e.g., information regarding drug/alcohol use or treatment; HIV status; sexually transmitted disease diagnosis or treatment; or mental illness diagnosis or treatment)?
	 FORMCHECKBOX 
  Yes

 FORMCHECKBOX 
  No

	7. Explain why access to and/or use of the PHI is essential to conduct the project:

	 FORMCHECKBOX 

	Access to and use of the PHI specified above is required by the protocol to achieve the objectives of the research.

	 FORMCHECKBOX 

	Other:      

	8. Explain how the PHI described above represents the minimum necessary information to accomplish the objectives of the research. Under the federal regulations, investigators may obtain only the minimum necessary PHI to achieve the goals of the research.  http://www.hhs.gov/ocr/privacy/hipaa/faq/minimum_necessary/217.html http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/minimumnecessary.html 

	     

	9. Explain how the access, use, or disclosure of PHI presents no more than a minimal risk to the privacy of the individual.

	     

	Section 3 - Security

	10. Describe your plan to protect the identifiers (or code links to identifiable data) associated with the PHI from improper use and disclosure, including where PHI will be stored, what security measures will be applied, and who will have access to the information. Describe the safeguards for electronic and/or hard copy records. 

	 FORMCHECKBOX 

	Confidentiality agreements with study staff

	 FORMCHECKBOX 

	Policies and procedures relating to privacy and confidentiality

	 FORMCHECKBOX 

	Initial and continuing staff education on the HIPAA Privacy Rule/ Final Omnibus Rule and/or subject privacy and confidentiality

	 FORMCHECKBOX 

	Other:      

	11. When and how will identifiers (or links to identifiable data) be destroyed?  

	 FORMCHECKBOX 

	Will not record identifiers or create links or codes to connect the data.

	 FORMCHECKBOX 

	Identifiers will be destroyed with the study records, as defined by federal, state and/or local laws and regulations.

	 FORMCHECKBOX 

	Identifiers will be destroyed after health information has been collected for the study and a code (containing no HIPAA Identifiers or derivative(s) thereof) has been assigned to the study data.

	 FORMCHECKBOX 

	Identifiers will not be destroyed at the earliest opportunity( Provide a health, research and/or regulatory/legal justification for retaining the Identifiers:      

	12. Will the PHI be reused or disclosed to any other person or entity except (a) as required by law, (b) for authorized oversight of the research study, or (c) for other research for which the use or disclosure of the PHI is permitted by the Privacy Rule?
 FORMCHECKBOX 
  No – indicate below what steps will be taken to ensure that the PHI will not be reused or disclosed:
 FORMCHECKBOX 

Electronic safeguards are in place (e.g., password protection, data encryption, firewall, automatic shutdown of unused screen, electronic system that will not transmit data outside) 

Provide details:      
 FORMCHECKBOX 

Physical safeguards are in place so that only study staff has access to areas with study information (e.g., locked cabinets, locked filing room, security system, etc...)

Provide details:      
 FORMCHECKBOX 

Other:      
 FORMCHECKBOX 
  Yes (Explain:       

	13. Data handling; describe the steps by which PHI will be handled, including the steps between KSU and the data owner (covered entity).

	     

	Section 4 - Authorization

	14. Indicate how you will be using or disclosing the PHI for your research:

	 FORMCHECKBOX 

	With individual authorization (participants must sign an authorization for release of information)

	 FORMCHECKBOX 

	With a waiver of authorization from an IRB or privacy board  (   Choose one of the options below:

	
	
	 FORMCHECKBOX 
  Full waiver of individual authorization 

A full waiver occurs when the IRB determines that no Authorization will be required for a covered entity to use or disclose PHI for a particular research project because certain criteria set forth in the Privacy Rule have been met (see section 164.512(i) of the Privacy Rule). For example, if a study involved the use of PHI pertaining to numerous individuals where contact information is unknown, and it would be impracticable to conduct the research if Authorization were required, an IRB could waive all of the Authorization requirements.

	
	
	 FORMCHECKBOX 
  Partial waiver of individual authorization

For example, a researcher (who is not employed by the covered entity disclosing the PHI, either directly or indirectly through a business associate agreement) wants to access PHI from a covered entity to identify prospective research subjects for purposes of seeking their Authorization to use or disclose PHI for a specific research study.

	
	
	 FORMCHECKBOX 
  Alteration of individual authorization

For example, a research may request an alteration of individual authorization from the IRB to remove the element that describes each purpose of the requested use or disclosure where, for example, the identification of the specific research study would affect the results of the study.

	
	
	Specify authorization elements to be altered:  

	 FORMCHECKBOX 

	Without individual authorization, a waiver, or data use agreement under one of the following research provisionshttp://privacyruleandresearch.nih.gov/pr_08.asp#8ehttp://www.hhs.gov/ocr/privacy/hipaa/understanding/special/research/:

	
	 FORMCHECKBOX 
  Activities preparatory to research 

	
	 FORMCHECKBOX 
  Use of PHI in a limited data set with a data use agreement (may require informed consent or waiver of informed consent)

	
	 FORMCHECKBOX 
  Use of PHI of decedents

	
	 FORMCHECKBOX 
  Use of de-identified PHI


	Investigator Assurance

I assure that the Protected Health Information obtained as part of this research will not be reused or disclosed to any other person or entity other than those listed (except as required by law for authorized oversight of the research project) without additional approval and that I will seek IRB/Privacy Board approval for other research involving the use or disclosure of this PHI. As necessary, I must document and account for all disclosures or releases of identifiable information granted under this waiver.  My signature below indicates my agreement to collect only the minimum necessary Protected Health Information to meet the research objectives and to limit access to this information as described above. I acknowledge that it is my responsibility as the Principal Investigator that all co-investigators, research staff, employees, and students assisting in the research are trained on privacy and confidentiality and will be informed of their obligations in complying with the above.



	
	
	
	
	

	
	Signature of Principal Investigator (or Advisor)
	
	Date
	

	
	
	
	
	

	
	Printed name of Principal Investigator (or Advisor)
	
	Protocol Number
	

	

	All persons who will access medical information must sign and date below:

I assure that the Protected Health Information obtained as part of this research will not be reused or disclosed to any other person or entity other than those listed (except as required by law for authorized oversight of the research project) without additional approval and that I will seek IRB/Privacy Board approval for other research involving the use or disclosure of this PHI.  My signature below indicates my agreement to collect only the minimum necessary Protected Health Information to meet the research objectives and to limit access to this information as described above.



	
	
	
	
	
	
	

	
	Signature
	
	Printed name
	
	Date
	

	
	
	
	
	
	
	

	
	Signature
	
	Printed name
	
	Date
	

	
	
	
	
	
	
	

	
	Signature
	
	Printed name
	
	Date
	

	
	
	
	
	
	
	

	
	Signature
	
	Printed name
	
	Date
	

	
	
	
	
	
	
	

	
	Signature
	
	Printed name
	
	Date
	

	
	
	
	
	
	
	

	
	Signature
	
	Printed name
	
	Date
	


	KSU Privacy Board Approval

Documentation of the waiver or alteration of Authorization must include a statement identifying the IRB or Privacy Board that made the approval and the date of approval. Among other things, the documentation must also include statements that the IRB or Privacy Board has determined that the waiver or alteration of Authorization, in whole or in part, satisfies the following criteria:

 FORMCHECKBOX 
 The use or disclosure of the PHI involves no more than minimal risk to the privacy of individuals based on, at least, the presence of the following elements: 

 FORMCHECKBOX 
 An adequate plan to protect health information identifiers from improper use and disclosure. 

 FORMCHECKBOX 
 An adequate plan to destroy identifiers at the earliest opportunity consistent with conduct of the research (absent a health or research justification for retaining them or a legal requirement to do so). 

 FORMCHECKBOX 
 Adequate written assurances that the PHI will not be reused or disclosed to (shared with) any other person or entity, except as required by law, for authorized oversight of the research study, or for other research for which the use or disclosure of the PHI would be permitted under the Privacy Rule. 

 FORMCHECKBOX 
 The research could not practicably be conducted without access to and use of the PHI. 
 FORMCHECKBOX 
 If requested, the waiver is appropriate and the research could not be practicably conducted without the waiver.


	
	
	
	
	

	
	Signature of KSU Privacy Officer
	
	Date
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