Information about Requirements for an Authorization Form for HIPAA Compliance

The Health Insurance Portability and Accountability Act of 1996 (HIPAA), HHS issued regulations entitled Standards for Privacy of Individually Identifiable Health Information. For most covered entities, compliance with these regulations, known as the Privacy Rule, was required by April 14, 2003.

The Privacy Rule applies only to covered entities; it does not apply to all persons or institutions that collect individually identifiable health information. It may, however, affect other types of entities that are not directly regulated by the Rule if they, for instance, rely on covered entities to provide PHI. It is important that researchers be aware of how the Rule might affect them and what they may have to do in order to continue their research or begin new research efforts on and after the compliance date for the Privacy Rule.

The determination of whether an individual researcher must comply with the Privacy Rule is a fact-sensitive, individualized determination. The answer to this question may depend on how the entity with which a researcher has a relationship is organized. Questions on a researcher’s status under the Privacy Rule should be referred to the appropriate representatives within that organization.

Researchers are covered entities if they are also health care providers who electronically transmit health information in connection with any transaction for which HHS has adopted a standard. For example, physicians who conduct clinical studies or administer experimental therapeutics to participants during the course of a study must comply with the Privacy Rule if they meet the HIPAA definition of a covered entity (see below).

	COVERED ENTITIES

	Health Plan
	With certain exceptions, an individual or group plan that provides or pays the cost of medical care (as defined in section 2791(a)(2) of the PHS Act, 42 U.S.C. 300gg-91(a)(2)). The law specifically includes many types of organizations and government programs as health plans.

	Health Care Clearinghouse
	A public or private entity, including a billing service, repricing company, community health management information system or community health information system, and “valueadded” networks and switches that either process or facilitate the processing of health information received from another entity in a nonstandard format or containing nonstandard data content into standard data elements or a standard transaction, or receive a standard transaction from another entity and process or facilitate the processing of health information into a nonstandard format or nonstandard data content for the receiving entity.

	Health Care Provider
	A provider of services (as defined in section 1861(u) of the Act, 42 U.S.C. 1395x(u)), a provider of medical or health services (as defined in section 1861(s) of the Act, 42 U.S.C. 1395x(s)), and any other person or organization who furnishes, bills, or is paid for health care in the normal course of business.

	Health Care
	Care, services, or supplies related to the health of an individual, including (1) preventive, diagnostic, therapeutic, rehabilitative, maintenance, or palliative care, and counseling, service, assessment, or procedure with respect to the physical or mental condition, or functional status, of an individual that affects the structure or function of the body; and (2) sale or dispensing of a drug, device, equipment, or other item in accordance with a prescription.


All covered entities must obtain patients’ permission before using their PHI for certain purposes other than treatment, payment, and routine operations. That means you need to obtain permission before using their PHI for most clinical research. Some hospitals and other covered will use a separate authorization to do this. MRI will also utilize a separate authorization. 
The HIPPA Authorization language can either:

· Be included in the typical consent form that is used for gaining informed consent for participants, or 
· Serve as stand-alone document (typically called a Medical Records Release and Authorization to Use and Disclose Health Information Form)

It is important to note that HIPAA does not remove any of the requirements of informed consent set forth in the other federal regulations.
There are several advantages to the implementation of an Authorization Form as a stand-alone document including the following key points:

· A stand alone Medical Records Release and Authorization to Use and Disclose Health Information Form will state that this authorization does not have an expiration date (unless superceded by state or local laws). Consents for research, on the other hand, are given an expiration date based upon the requirement of annual IRB review, and imply a finite time for access to medical information based upon the stated length of research study participation.
· Subject withdrawal from the study (e.g. withdrawal of consent) will not affect access to personal health information under the terms of the Authorization Form unless the patient provides written withdrawal of said authorization.
· Request for health care information from outlying facilities will only require submission of a two page medical record release form (Authorization Form) maintaining confidentiality of the Sponsor’s protocol specific information.

· Use of a separate Authorization Form that specifies no expiration date will facilitate access to personal health information at a later date should additional data collection be required to complete the research without adding the burden of having to recontact patients with expired research consents.

The core requirements for a valid authorization include:

1. The information that you intend to use
Example: “During the course of this study, we will collect your name, medical record number, Social Security number, admission laboratory values, admission physical review, and computer tomography scans. Your name and medical record number will only be used here at XYZ clinic, but the other information will be sent to the sponsor, ABC Drug Company. “If you have a bad outcome, or ‘adverse event,’ we may need to look at your entire medical record.

2. Who may use or disclose the information
In most cases, this will be the principal investigator and his or her research team.

3. Who may receive the information
You will need to list others who will be receiving PHI directly from the site, such as the clinical research organization and central laboratories, as well as oversight agencies such as the institutional review board (IRB) or the FDA, or, where applicable, the federal Office for Human Research Protections (OHRP). For example: “Data that we record about you will be sent to QRX Corporation [the company running this study], to ABC

Drug Company [the company that makes the study drug], and the laboratories working for them on this trial. It may also be reviewed by the institutional review board [a group at this hospital that oversees all research] or the FDA.”

4. Purpose of the use or disclosure
The description of the study (including the study title and explanation) that you already use on most consents for research should work for this requirement.
5. Expiration date or event 
Under HIPAA, you must give subjects a date or event after which you agree to cease using their information. Generally, “end of the study” or “never” are acceptable events. Statements such as “15 years after the end of the study,” or “the end of the study or when your child reaches age 21, whichever is later,” also meet the requirement.
6. Right to revoke authorization
A research subject may revoke his/her Authorization at any time. However, a covered entity may continue to use and disclose PHI that was obtained before the individual revoked Authorization to the extent that the entity has taken action in reliance on the Authorization. In cases where the research is conducted by the covered entity, this would permit the covered entity to continue using or disclosing the PHI as necessary to maintain the integrity of the research, as, for example, to account for a subject's withdrawal from the research study, to conduct investigations of scientific misconduct, or to report adverse events.
Example: You must withdraw in writing in order to withdraw your permission for us to continue to use the data that we have already collected about you. Even if you withdraw our permission to use the data about you, we are required by the FDA to record anything that relates to the safety of these drugs.”
7. Right to refuse to sign authorization
8. Re-disclosures not protected
If you will disclose PHI to another party—such as the external sponsor—you must also include a statement telling the subject that the external sponsor may make subsequent disclosures, which will not be covered under the HIPAA privacy regulations.
9. Individual’s signature and date

Under HIPAA, your site must retain the authorization for at least six years after the subject has signed it.
De-identifying Protected Health Information

Covered entities may use or disclose health information that is de-identified without restriction under the Privacy Rule. Covered entities seeking to release this health information must determine that the information has been de-identified using either statistical verification of de-identification or by removing certain pieces of information from each record as specified in the Rule.

The Privacy Rule allows a covered entity to de-identify data by removing all 18 elements that could be used to identify the individual or the individual's relatives, employers, or household members; these elements are enumerated in the Privacy Rule. The covered entity also must have no actual knowledge that the remaining information could be used alone or in combination with other information to identify the individual who is the subject of the information. Under this method, the identifiers that must be removed are the following: 

	1. Names.

2. All geographic subdivisions smaller than a state, including street address, city, county, precinct, ZIP Code, and their equivalent geographical codes, except for the initial three digits of a ZIP Code if, according to the current publicly available data from the Bureau of the Census: 

a. The geographic unit formed by combining all ZIP Codes with the same three initial digits contains more than 20,000 people.

b. The initial three digits of a ZIP Code for all such geographic units containing 20,000 or fewer people are changed to 000.

3. All elements of dates (except year) for dates directly related to an individual, including birth date, admission date, discharge date, date of death; and all ages over 89 and all elements of dates (including year) indicative of such age, except that such ages and elements may be aggregated into a single category of age 90 or older.
	 
	4. Telephone numbers.

5. Facsimile numbers.

6. Electronic mail addresses.

7. Social security numbers.

8. Medical record numbers.

9. Health plan beneficiary numbers.

10. Account numbers.

11. Certificate/license numbers.

12. Vehicle identifiers and serial numbers, including license plate numbers.

13. Device identifiers and serial numbers.

14. Web universal resource locators (URLs).

15. Internet protocol (IP) address numbers.

16. Biometric identifiers, including fingerprints and voiceprints.

17. Full-face photographic images and any comparable images.

18. Any other unique identifying number, characteristic, or code, unless otherwise permitted by the Privacy Rule for re-identification.


Covered entities may also use statistical methods to establish de-identification instead of removing all 18 identifiers. The covered entity may obtain certification by "a person with appropriate knowledge of and experience with generally accepted statistical and scientific principles and methods for rendering information not individually identifiable" that there is a "very small" risk that the information could be used by the recipient to identify the individual who is the subject of the information, alone or in combination with other reasonably available information. The person certifying statistical de-identification must document the methods used as well as the result of the analysis that justifies the determination. A covered entity is required to keep such certification, in written or electronic format, for at least 6 years from the date of its creation or the date when it was last in effect, whichever is later.

[image: image1.png]KENT STATE.

SN L AL




Authorization to Use or Disclose (Release) Health Information that Identifies You for a Research Study
If you sign this document, you give permission to [insert name or other identification of specific health care provider(s) or description of classes of persons, e.g., all doctors, all health care providers] at [name of covered entity or entities] to use or disclose (release) your health information that identifies you for the research study described here:

[Provide a description of the research study, such as the title and purpose of the research.]
The health information that we may use or disclose (release) for this research includes [complete as appropriate]:
· [Provide a description of information to be used or disclosed for the research project. This may include, for example, all information in a medical record, results of physical examinations, medical history, lab tests, or certain health information indicating or relating to a particular condition.]
The health information listed above may be used by and/or disclosed (released) to: [Name or class of persons involved in the research; i.e., researchers and their staff**]
[Name of covered entity] is required by law to protect your health information. By signing this document, you authorize [name of covered entity] to use and/or disclose (release) your health information for this research. Those persons who receive your health information may not be required by Federal privacy laws (such as the Privacy Rule) to protect it and may share your information with others without your permission, if permitted by laws governing them.

Please note that [include the appropriate statement]:

· You do not have to sign this Authorization, but if you do not, you may not receive research-related treatment. 
(When the research involves treatment and is conducted by the covered entity or when the covered entity provides health care solely for the purpose of creating protected health information to disclose to a researcher)
· [Name of covered entity] may not condition (withhold or refuse) treating you on whether you sign this Authorization. 
(When the research does not involve research-related treatment by the covered entity or when the covered entity is not providing health care solely for the purpose of creating protected health information to disclose to a researcher)
Please note that [include the appropriate statement]:

· You may change your mind and revoke (take back) this Authorization at any time, except to the extent that [name of covered entity(ies)] has already acted based on this Authorization. To revoke this Authorization, you must write to: [name of the covered entity(ies) and contact information]. 
(Where the research study is conducted by an entity other than the covered entity)
· You may change your mind and revoke (take back) this Authorization at any time. Even if you revoke this Authorization, [name or class of persons at the covered entity involved in the research] may still use or disclose health information they already have obtained about you as necessary to maintain the integrity or reliability of the current research. To revoke this Authorization, you must write to: [name of the covered entity(ies) and contact information]. 
(Where the research study is conducted by the covered entity)
This Authorization does not have an expiration date [or as appropriate, insert expiration date or event, such as "end of the research study."]

	_________________________ 
Signature of participant or participant's personal representative
	_________________________ 
Date

	_________________________ 
Printed name of participant or participant's personal representative
	_________________________ 
If applicable, a description of the personal representative's authority to sign for the participant 


** Where a covered entity conducts the research study, the Authorization must list ALL names or other identification, or ALL classes, of persons who will have access through the covered entity to the protected health information (PHI) for the research study (e.g., research collaborators, sponsors, and others who will have access to data that includes PHI). Examples may include, but are not limited to the following:

· Data coordinating centers that will receive and process PHI;

· Sponsors who want access to PHI or who will actually own the research data; and/or

· Institutional Review Boards or Data Safety and Monitoring Boards.

If the research study is conducted by an entity other than the covered entity, the authorization need only list the name or other identification of the outside researcher (or class of researchers) and any other entity to whom the covered entity is expected to make the disclosure.

OPTIONAL ELEMENTS: 
Examples of optional elements that may be relevant to the recipient of the protected health information:

· Your health information will be used or disclosed when required by law.

· Your health information may be shared with a public health authority that is authorized by law to collect or receive such information for the purpose of preventing or controlling disease, injury, or disability, and conducting public health surveillance, investigations or interventions.

· No publication or public presentation about the research described above will reveal your identity without another authorization from you.

· If all information that does or can identify you is removed from your health information, the remaining information will no longer be subject to this authorization and may be used or disclosed for other purposes.

· When the research for which the use or disclosure is made involves treatment and is conducted by a covered entity: To maintain the integrity of this research study, you generally will not have access to your personal health information related to this research until the study is complete. At the conclusion of the research and at your request, you generally will have access to your health information that [name of the covered entity] maintains in a designated record set, which means a set of data that includes medical information or billing records used in whole or in part by your doctors or other health care providers at [name of the covered entity] to make decisions about individuals. Access to your health information in a designated record set is described in the Notice of Privacy Practices provided to you by [name of covered entity]. If it is necessary for your care, your health information will be provided to you or your physician.

· If you revoke this Authorization, you may no longer be allowed to participate in the research described in this Authorization.

SOURCE: http://privacyruleandresearch.nih.gov/pr_08.asp#8a 
